DAMI-CH 19 Feb 99

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Personnel Security

1. On 1 January 1999, DOD implemented revised investigative standards and
adjudicative guidelines for the personnel security program. The revised
standards and guidelines are at enclosures 1 and 2. These documents replace
Appendices B and |, respectively, of Change 3 to DOD 5200.2-R, which was
implemented in Army via electronic message, HQDA, DAMI-POC, 2917002
February 1996, Subject: Personnel Security Update 96-2.

2. This correspondence provides guidance modified from the draft version
previously forwarded to addressees via electronic mail.

3. The National Agency Check, Local Agency Checks and Credit Check
(NACLC) is the standard initial investigation and reinvestigation for a SECRET or
CONFIDENTIAL security clearance. The Defense Security Service (DSS)
automatically implemented the NACLC for all investigative requests for a
SECRET or CONFIDENTIAL security clearance opened after 1 January 1999.
Enclosure 4 provides implementation details. The reinvestigation cycle is now 10
years for a SECRET security clearance and 15 years for a CONFIDENTIAL
security clearance. The current Army moratorium on reinvestigations for other
than exempt categories, however, remains in effect. The exempt categories are
listed at Enclosure 3.

4. The National Agency Check with Written Inquiries and Credit Check (NACIC)
or Access NACIC conducted by the Office of Personnel Management remains
acceptable for award of a SECRET or CONFIDENTIAL security clearance.

5. Request each addressee direct all subordinate or serviced commands and
activities to utilize the Electronic Personnel Security Questionnaire (EPSQ) for all
investigative requests submitted to DSS. EPSQ provides efficiency to both the
requesting organization and DSS. Failure to use EPSQ will result in delayed
case processing and increased costs. Delayed processing impacts both the
command and the individual. Increased costs may be passed to the command or
activity requesting the investigation. It is in Army's best interest to maximize use
of EPSQ. EPSQ can be obtained through local DSS offices or via the DSS
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homepage (http://www.dis.gov). MACOM DCSINTS or equivalent should bring
any chronic issues that preclude use of EPSQ to the attention of the HQDA
ODCSINT Counterintelligence and Human Intelligence staff (DAMI-CH).

6. To assist commands in implementing the revised investigative standards,
ODCSINT, DAMI-CH, will approve all requests for access to the Defense
Clearance and Investigations Index (DCII) validated by MACOM DCSINTSs, or
equivalent, as required for daily administration of the installation or command
personnel security program. Submission of consolidated MACOM requests are
preferred. Additional guidance may be found in Chapter 12, Change 3 to DOD
5200.2-R. Pending access to the DCII, the USA Central Personnel Security
Clearance Facility (CCF) will continue to support commands through the Security
Office Interface (SO!) automation module or the telephone terminal.

7. On occasion, a polygraph examination may be proposed as part of the
personnel security investigation process to resolve otherwise conflicting or
unverifiable information. Submission to a polygraph examination is voluntary.
No Army individual may be compelled to take a polygraph examination against
their will and declination of an examination may not be used as the basis for an
adverse action. With or without a polygraph examination, the inability to resolve
otherwise conflicting or unverifiable information, however, may provide the basis
for denial of a security clearance.

8. Enclosure 5 prescribes DOD personnel security reciprocity standards.
Commands and activities should be directed to apply these standards, as
applicable, to daily personnel security operations.

9. The personnel security program affects every soldier and Army civilian to
some degree. Itis imperative that all Army echelons receive the guidance
contained herein. Request distribution to all subordinate and serviced
commands and activities.

/S/ Mark W. Ewing, SIES, ADCSINT
5 Encls CLAUDIA J. KENNEDY
Lieutenant General, GS
Deputy Chief of Staff
for Intelligence
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INVESTIGATIVE STANDARDS FOR BACKGROUND INVESTIGATIONS
FOR
ACCESS TO CLASSIFIED INFORMATION!'

A. INTRODUCTION

The following investigative standards have been established for all United States Gov-
emment civilian and military personnel, consultants, contractors, employees of contractors, li-
censees, certificate holders or grantees and their employees and other individuals who require
access to classified information, to include Sensitive Compartmented Information (SCI) and Spe-
cial Access Programs (SAPs), and constitute the investigative basis for final clearance de-
terminations. However, nothing in these standards prohibits the Department of Defense from
using any lawful investigative procedures in addition to these requirements in order to resolve
any issue identified in the course of a background investigation or reinvestigation.

B. THE THREE STANDARDS

There are three standards (Table 1 summarizes when to use each one):

1. The investigation and reinvestigation standard for access to CONFIDENTIAL and
SECRET (including all SECRET-level SAPs not specifically approved for enhanced investiga-

tive requirements by an official authorized to establish SAPs by Section 4.4 of Executive Order
12958),

2. The investigation standard for access to TOP SECRET (including TOP SECRET
SAPs) and SCI; and

3. The reinvestigation standard for continued access to the levels listed in subsection B.2
above.

>

C. EXCEPTIONS TO PERIODS OF COVERAGE

Some elements of standards specify a period of coverage (e.g., seven years). Where appro-
priate, such coverage may be shortened to the period from the subject's 18th birthday to the pre-
sent or to two years, whichever is longer.

Comment: However, no investigation shall be conducted prior to an individual's 16th birthday.

Additionally, lack of coverage in any investigative category shall be compensated for through
other investigative means.

! Italized type is used to amplify the standards in certain areas for implementation within DoD.
1
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D. EXPANDING INVESTIGATIONS

Investigations and reinvestigations may be expanded under the provisions of Executive Or-
der 12968 and other applicable statutes and Executive Orders.

E. TRANSFERABILITY

Investigations that satisfy the requirements of a given standard and are current meet the in-
vestigative requirements for all levels specified for the standard. They shall be mutually and re-
ciprocally accepted by all agencies.

F. BREAKS IN SERVICE

If a person who requires access has been retired or separated from U.S. Government employ-
ment for less than 24 months and is the subject of an investigation that is otherwise current, the
agency regranting the access will, as a minimum, review an updated SF 86 (or EPSQ) and appli-
cable records. A reinvestigation is not required unless the review indicates the person may no
longer satisfy the standards of this Regulation.

G. THE NATIONAL AGENCY CHECK (NAC) The NAC is a part of all investigations and

reinvestigations.

Comment: The scope for the NAC is five years or to age 18, whichever is the shorter period.
At a minimum, it consists of a review of the following:

1. Investigative and criminal history files of the FBY, including a technical fingerprint
search;

a. FBI/HQ has on file copies of investigations conducted by the FBI. The FBI/HQ

check consists of a review of files for information of a security nature and that developed during
applicant-type investigations.

b. FBI/ID check (excluding ENTNACs) is based upon a technical fingerprint search
that consists of a classification of the subject's fingerprints and a comparison with fingerprint

cards submitted by law enforcement activities. If the fingerprint card is not classifiable, a "name
check only” of these files is automatically conducted.

2. OPM's Security/Suitability Investigations Index (SII): 7The files of OPM contain the re-

sults of investigations conducted by OPM under Executive Order 1045 0, those requested by the
NRC, the DOE, and those requested since August 1952 to serve as a basis for "Q" clearances.
Additionally, personnel security adjudicative determinations rendered by other federal agencies
are contained in the SII. OPM SII records will be checked on all subjects of DoD investigations.

2
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3. Defense Clearance and Investigations Index (DCIN): The DCIT data base consists of an
alphabetical index of personal names and impersonal titles that appear as subjects, co-subjects,
victims, or cross-referenced incidental subjects, in investigative documents maintained by DoD
criminal, counterintelligence, fraud, and personnel security investigative activities. Additionally,
personnel security adjudicative determinations are maintained by subject in the DCIL. DCII re-
cords will be checked on all subjects of DoD investigations.

4. Such other national agencies (e.g., CIA, INS) appropriate to the individual's background.

a. Central Intelligence Agency (CIA). The CIA maintains the Jollowing records:

(1) Directorate of Operations (CIA-DO/IMS) maintains the Foreign Intelligence/
Counterintelligence database. This database shall be checked Jor all foreign nationals residing
outside the U.S. requiring access to classified information (i.e., LAA). If the requester provides
complete personal identifying information (complete name, date of birth, place of birth, and citi-
zenship), all alien co-subjects (on SSBIs) residing outside the U.S. are also checked. In addition,
this database shall be queried on the subject any time there is a counterintelligence concern
raised during the conduct of the PSI.

(2) Office of Security (CIA-OS) maintains information on present and former employees,
including members of the Office of Strategic Services (0SS), and applicants Jor employment.
These files shall be checked if subject has been an employee of the CIA or when other sources
indicate that the CIA may have pertinent information.

b. Immigration and Naturalization Service (I&NS): The Jiles of I&NS contain (or show
where filed) naturalization certificates, certificates of derivative citizenship, all military certifi-
cates of naturalization, repatriation files, petitions Jor naturalization and declarations of inten-
tion, visitor's visas, and records of aliens (including government officials and representatives of

international organizations) admitted temporarily into the United States. I&NS records are
checked when the subject is:

(1) An alien in the U.S., or
(2) A naturalized citizen whose naturalization has not been verified, or
(3) An immigrant alien, or

(4) A U.S. citizen who received derivative citizenship through the naturalization of
one or both parents provided that such citizenship has not been verified in a prior investigation.

c. State Department: The State Department maintains the Jollowing records:

(1) Security Division files contains information pertinent to matters of security, vio-
lations of security, personnel investigations pertinent to that agency, and correspondence files
Jrom 1950 to date. These files are checked on all Jormer State Department employees.

3
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(2) Passport Division files shall be checked if subject indicates U.S. citizenship due
to birth in a foreign country of American parents. This is a check of State Department Embassy
Jfiles to determine if subject’s birth was registered at the U.S. Embassy in the country where
he/she was born. Verification of this registration is verification of citizenship.

d. Military Personnel Record Center: Files are maintained by separate departments of
the Armed Forces, General Services Administration, and the Reserve Records Centers. T hey

consist of the master personnel records of retired, separated, reserve, and active duty members
of the Armed Forces.

Comment: Military requesters must review service records of any active duty member at the
time the investigation is requested. Unfavorable information must be recorded on the investiga-
live request form. Review of prior military service records is to be conducted by the investigat-

ing agency through the Defense Manpower Data Center databases or the Military Personnel Re-
cord Center files, as appropriate.

e. Treasury Department: The files of Treasury Department agencies (Secret Service, In-
ternal Revenue Service, and Bureau of Customs) shall be checked only when available informa-

tion indicates that an agency of the Ti reasury Department may be reasonably expected to have
pertinent information.

J. The files of other agencies such as the National Guard Bureau, etc. shall be checked
when pertinent to the purpose for which the investigation is being conducted.

H. NATIONAL AGENCY CHECK WITH LOCAL AGENCY CHECKS AND CREDIT
CHECK (NACLC)

1. Applicability: The NACLC applies to the investigations and reinvestigations conducted
to determine eligibility for access to CONFIDENTIAL and SECRET (including all SECRET-
level SAPs not specifically approved for enhanced investigative requirements by an official au-
thorized to establish Special Access Programs by section 4.4, E.O. 12958).

2. For Reinvestigations: When to Reinvestigate. The reinvestigation may be initiated at any
time following completion of, but not later than ten years for SECRET (15 years for
CONFIDENTIAL) from the date of, the previous investigation or reinvestigation. (Table 2 re-

flects the specific requirements for when to request a reinvestigation including when there has
been a break in service.).

3. Investigative Requirements:

a. Completion of Forms. Completion of SF 86 (or EPSQ) including applicable releases
and supporting documentation;

b. National Agency Check. Completion of a NAC.

4
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Comment: For Secret and Confidential periodic reinvestigations, fingerprint cards are not
required if there is a previous valid technical check of the FBI.

c. Financial Review: Verification of the subject's financial status, including credit bu-
reau checks covering all locations where the subject has resided, been employed, or attended
school for six months or more for the past seven years.

d. Date and Place of Birth: Corroboration of date and place of birth through a check of
appropriate documentation, if not completed in any previous investigation, and a check of Bureau
of Vital Statistics records when any discrepancy is found to exist.

Comment: Verification of date and place of birth by sighting an original or certified copy of a
birth certificate or other acceptable documentation should normally be accomplished by the re-
quester prior to initiating the request for investigation. When such documentation is not readily
available, investigative action may be initiated with the understanding that said documentation
must be provided prior to the issuance of a clearance.

¢. Local Agency Checks: As a minimum, all investigations will include checks of law
enforcement agencies having jurisdiction where the subject has lived, worked, and/or attended
school within the last five years, and, if applicable, of the appropriate agency for any identified
arrests.

f. Expanding the Investigation. The investigation may be expanded if necessary to de-
termine if access is clearly consistent with the national security.

I. SINGLE SCOPE BACKGROUND INVESTIGATION (SSBI)

1. Applicability: The initial investigation for access to TOP SECRET (including TOP
SECRET SAPs), SCI, and occupancy of a critical sensitive position.

2. Investigative Requirements:

a. Completion of Forms. Completion of SF 86 (or EPSQ), as appropriate, including ap-
plicable releases and supporting documentation;

b. National Agency Check. Completion of a NAC.

¢. National Agency Check for the Spouse or Cohabitant (if applicable). Completion of a

NAC, without fingerprint cards, for the spouse or cohabitant.

d. Date and Place of Birth. Corroboration of date and place of birth through a check of

appropriate documentation; a check of Bureau of Vital Statistics records when any discrepancy is
found to exist.
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Comment: Verification of date and place of birth by sighting an original or certified copy of a
birth certificate or other acceptable documentation should normally be accomplished by the re-
quester prior to initiating the request for investigation. When such documentation is not readily
available, investigative action may be initiated with the understanding that said documentation
must be provided prior to the issuance of a clearance. If a variance or discrepancy in the doc-
umentation provided exists, the DD 1879 should be annotated to this effect.

e. Citizenship. For individuals bomn outside the United States, verification of U.S. citj-
zenship directly from the appropriate registration authority; verification of U.S. citizenship or

legal status of foreign-born immediate family members (spouse, cohabitant, father, mother, sons,
daughters, brothers, sisters).

Comment: Verification of citizenship by sighting of acceptable documentation should normally
be accomplished by the requester prior to initiating the request for investigation. When such
documentation is not readily available, investigative action may be initiated with the understand-
ing that said documentation must be provided prior to the issuance of a clearance. If a variance
or discrepancy in the documentation provided exists, the DD 1879 should be annotated to this
effect. For individuals born outside the U.S., the investigating agency will verify citizenship di-
rectly from the appropriate registration authority and also, verify U.S. citizenship or legal status
of foreign-born immediate family members.

Acceptable proofs of citizenship are as follows:

(1) For individuals born in the United States, a birth certificate is the primary and
preferred means of citizenship verification. Acceptable certificates must show that the birth re-
cord was filed shortly after birth and it must be certified with the registrar’s signature. It must
bear the raised, impressed, or multicolored seal of the registrar’s office. The only exception is a
state or other jurisdiction that does not issue such seals as a matter of policy. Uncertified copies
of birth certificates are not acceptable.

(2) A delayed birth certificate is one created when a record was filed more than
one year after the date of birth. Such a certificate is acceptable if it shows that the report of
birth was supported by acceptable secondary evidence of birth. Secondary evidence may in-
clude: baptismal or circumcision ceriificates, hospital birth records, or affidavits of persons
having personal knowledge about the facts of birth. Other documentary evidence can be early
census, school, or family bible records, newspaper files, or insurance papers.

(3) All documents submitted as evidence of birth in the United States shall be origi-
nal or certified documents. Uncertified copies are not acceptable.

(4) If the individual claims citizenship by naturalization, a certificate of naturaliza-
tion shall be submitted.

(5) If citizenship was acquired by birth abroad to a U.S. citizen parent or parents,
the following are acceptable evidence:
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(a) A Certificate of Citizenship issued by the Immigration and Naturalization
Service (I&NS); or

(b) A Report of Birth Abroad of a Citizen of the United States of America (Form
FS§-240); or

(c) A Certificate of Birth (Form FS-545 or DS-1 350).

(d) A passport or one in which the individual was included will be accepted as
proof of citizenship.

f.  Education. Corroboration of most recent or most significant claimed attendance,
degree, or diploma. Interviews of appropriate educational sources if education was a primary ac-
tivity of the subject during the most recent three years.

Comment: Corroboration of education within the scope of investigation shall normally be ac-
complished by the requester prior to the initiation of the request for investigation. If all educa-

tion is outside of the investigative scope, the last education above high school level will be veri-
fied.

g Employment. Verification of all employments for the past seven years; personal
interviews of sources (supervisors, coworkers, or both) for each employment of six months or
more; corroboration through records or sources of all periods of unemployment exceeding 60
days; verification of all prior federal and military service, including type of discharge. For mili-
tary members, all service within one branch of the armed forces will be considered as one em-
ployment, regardless of assignments. However, each duty location must be individually listed.

Comment: For Federal employees, all service within one agency of the Federal Government

will be considered as one employment, regardless of assignment. However, each duty location
must be individually listed.

h. References. Four references, of whom at least two are developed; to the extent prac-

ticable, all should have social knowledge of the subject and collectively span at least the last
sgven ycars.

1. Former Spouse. An interview of any former spouse divorced within the last ten years.

). Neighborhoods. Confirmation of all residences for the last three years through
appropriate interviews with neighbors and through records reviews.

Comment: The SSBI standard for neighborhoods allows an investigative entity sufficient flexi-
bility to meet the standard, provided that a reasonable effort is made to obtain coverage within

the investigative period and the lack of coverage in any investigative category should be com-
pensated for through other investigative means.
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k. Financial Review. Verification of the subject's financial status, including credit bu-
reau checks covering all locations where subject has resided, been em ployed, and/or attended
school for six months or more for the last seven years.

1. Local Agency Checks. A check of appropriate criminal history records covering all
locations where, for the last ten years, the subject has resided, been employed, and/or attended
school for six months or more, including current residence regardless of duration. If no resi-

dence, employment, or education exceeds six months, local agency checks should be performed
as deemed appropriate.

m. Public Records. Verification of divorces, bankruptcies, and other court actions,
whether civil or criminal, involving the subject.

n. Subject Interview. A subject interview, conducted by trained security, investigative,
or counterintelligence personnel. During the investigation, additional subject interviews may be
conducted to collect relevant information, to resolve significant inconsistencies, or both. Sworn
statements and unsworn declarations may be taken whenever appropriate.

o. Polygraph (only in agencies with approved personnel security polygraph programs).
In departments or agencies with policies sanctioning the use of the polygraph for personnel secu-

rity purposes, the investigation may include a polygraph examination, conducted by a qualified
polygraph examiner.

3. Expanding the Investigation. The investigation may be expanded as necessary. As appro-
priate, interviews with anyone able to provide information or to resolve issues, including but not

limited to cohabitants, relatives, psychiatrists, psychologists, other medical professionals, and
law enforcement professionals may be conducted.

J. SINGLE SCOPE BACKGROUND INVESTIGATION — PERIODIC REINVES-
TIGATION (SSBI-PR)

1. Applicability. Applies to reinvestigations for access to TOP SECRET (including TOP
SECRET SAPs), SCI.

Comment: Also, applies to eligibility for occupancy of a critical sensitive position.

2. When to Reinvestigate. The reinvestigation may be initiated at any time following com-
pletion of, but not later than five years from the date of, the previous investigation (see Table 2).

Comment: The investigation will cover the most recent Jfive year period or the period since the
last investigation, whichever is shorter.

3. Reinvestigative Requirements. Reinvestigative requirements are as follows:

a. Completion of Forms. Completion of SF 86 (or EPSQ), as appropriate, including ap-
plicable releases and supporting documentation.

8
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b. National Agency Check. Completion of a NAC (fingerprint cards are required only if
there has not been a previous valid technical check of the FBI).

¢. National Agency Check for the Spouse or Cohabitant (if applicable). Completion of a

NAC, without fingerprint cards, for the spouse or cohabitant. The NAC for the spouse or cohabi-

tant is not required if already completed in conjunction with a previous investigation or reinves-
tigation.

d. Employment. Verification of all employments since the last investigation. Attempts
to interview a sufficient number of sources (supervisors, coworkers, or both) at all employment
of six months or more. For military members, all service within one branch of the armed forces
will be considered as one employment, regardless of assignments.

Comment: For Federal employees, all service within one agency of the Federal Government
will be considered as one employment, regardless of assignment.

e. References. Interviews with two character references who are knowledgeable of the
subject; at least one will be a developed reference. To the extent practicable, both should have
social knowledge of the subject and collectively span the entire period of the reinvestigation. As
appropriate, additional interviews may be conducted, including with cohabitants and relatives.

f. Neighborhoods. Interviews of two neighbors in the vicinity of the subject's most re-
cent residence of six months or more. Confirmation of current residence regardless of length.

Comment: The SSBI-PR standard for neighborhoods allows any investigative entity sufficient
flexibility to meet the standard, providing that a reasonable effort is made to obtain coverage
within the investigative period and that lack of coverage in any investigative category should be
compensated for through other investigative means.

g. _Financial Review.

(1) Financial Status. Verification of the subject's financial status, including credit
bureau checks covering all locations where subject has resided, been employed, and/or attended
school for six months or more for the period covered by the reinvestigation;

(2) Check of Treasury's Financial Database. Agencies may request the Department of
the Treasury, under terms and conditions prescribed by the Secretary of the Treasury, to search

automated data bases consisting of reports of currency transactions by financial institutions, in-
ternational transportation of currency or monetary instruments, foreign banks and financial ac-
counts, and transactions under $10,000 that are reported as possible money laundering violations.

h. Local Agency Checks. A check of appropriate criminal history records covering all
locations where, during the period covered by the reinvestigation, the subject has resided, been
employed, and/or attended school for six months or more, including current residence regardless

of duration. If no residence, employment, or education exceeds six months, local agency checks
should be performed as deemed appropriate.

9
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i. Former Spouse. An interview with any former spouse unless the divorce took place
before the date of the last investigation or reinvestigation.

Comment: An interview will be conducted with any former spouse whose divorce from Subject

took place after the date of the last investigation or reinvestigation (regardless of how long the
interval).

J- Public Records. Verification of divorces, bankruptcies, and other court actions,
whether civil or criminal, involving the subject since the date of the last investigation.

k. Subject Interview. A subject interview, conducted by trained security, investigative,
or counterintelligence personnel. During the reinvestigation, additional subject interviews may
be conducted to collect relevant information, to resolve significant inconsistencies, or both.
Sworn statements and unsworn declarations may be taken whenever appropriate.

4. Expanding the Reinvestigation. The reinvestigation may be expanded as necessary. As
appropriate, interviews with anyone able to provide information or to resolve issues, including
but not limited to cohabitants, relatives, psychiatrists, psychologists, other medical professionals,
and law enforcement professionals may be conducted.

K. INVESTIGATIVE STANDARDS FOR TEMPORARY ELIGIBILITY FOR ACCESS

1. Introduction. Minimum investigative standards, implementing Section 3.3 of Executive
Order 12968, are established for all DoD military personnel, civilian employees, consultants,
contractors, subcontractors, employees of contractors, licensees, certificate holders or grantees
and their employees and other personnel who require access to classified information before the
appropriate investigation can be completed and a final determination made.

2. Temporary Eligibility for Access. In exceptional circumstances where official functions
must be performed prior to completion of the investigation and adjudication process, temporary
eligibility for access may be granted before investi gations are complete and favorably adjudi-
cated. The temporary eligibility will be valid until completion of the investigation and adjudica-

tion; however, the agency granting it may revoke it at any time based on unfavorable information
identified in the course of the investigation.

a. CONFIDENTIAL and SECRET Levels. Asa minimum, such temporary eligibility
requires completion of the SF 86 (or EPSQ), including any applicable supporting documentation,
favorable review of the form by the appropriate adjudicating authority, a DCII check, and sub-
mission of an expedited request for an NACLC.

b. TOP SECRET and SCI Levels For someone who is the Subject of a Favorable Inves-
tigation Not Meeting the Investigative Standards for Access at Those Levels. As a minimum,
such temporary eligibility requires completion of the SF 86 (or EPSQ), including any applicable
supporting documentation, favorable review of the form by the appropriate adjudicating author-
ity, and expedited submission of a request for an SSBI.

10
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¢. TOP SECRET and SCI Levels For someone who is Not the Subject of a Current,
Favorable Personnel or Personnel-Security Investigation of Any Kind. As a minimum, such
temporary eligibility requires completion of the SF 86 (or EPS(Q), including any applicable sup-
porting documentation, favorable review of the form by the appropriate adjudicating authority,
immediate submission of a request for an expedited SSBI, and completion and favorable review
by the appropriate adjudicating authority of relevant criminal history and investigative records of
the FBI and of information in the Security/Suitability Investigations Index (SII) and the DCII.

d. Additional Requirements by Agencies. Temporary eligibility for access must
satisfy these minimum investigative standards, but agency heads may establish additional re-
quirements based on the sensitivity of the particular, identified categories of classified in-
formation necessary to perform the lawful and authorized functions that are the basis for granting
temporary eligibility for access. However, no additional requirements shall exceed the common
standards for background investigations as contained in this Regulation. Temporary eligibility
for access is valid only at the agency granting it and at other agencies that expressly agree to ac-
cept it and acknowledge understanding of its investigative basis. Where temporary eligibility for
access is granted under the provisions of this section, or where the determination of eligibility for
access is conditional, the fact of such temporary or conditional access shall be conveyed to any
other agency that considers affording the subject access to its information.,

11
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TABLE 1: WHICH INVESTIGATION TO REQUEST

If the requirement | And the person has | Based on this in- Then the investiga- | Using standard
is for this access vestigation tion required is
CONFIDENTIAL | none none NACLC H
SECRET
CONFIDENTIAL | out of date NAC,
SECRET; “L" ENTNAC, NACIC,
NACLC, B, SBEI,
or SSBI
TOP SECRET, none none S8BI 1
SCI,
none; CONF, SEC; | current or out of
e I\ date NAC,
ENTNAC, NACIC,
NACLC, BI, SBI
TS, SCIL, “Q" out of date SSBI SSBI-PR J

TABLE 2: REINVESTIGATION REQUIREMENTS

If the requirement is for

And the age of the in-
vestigation is

Type required if there
has been a break in ser-
vice or employment of

Type required if there
has been a break in ac-
cess (no access/lower
level of access) but re-
mains in military ser-
vice, federal service, or
with same employer in
industry

0-23 mos. | 24 mos, or
more
CONFIDENTIAL 0to 14 yrs. 11 mos. None NACLC None
(Note 1)
15 yrs. or more NACLC-PR | NACLC NACLC-PR
SECRET 0109 yrs. 11 mos. None NACLC None
(Note 1)
10 yrs. or more NACLC-PR | NACLC NACLC-PR
TOP SECRET, SClI 0to4 yrs. 11 mos. None SSBI None
(Note 2)
5 yrs. or more SSBI-PR SSBI SSBI-PR

NOTE 1: The NACLC investigative and reinvestigative requirement for Secret and Confidential access will

begin January 1, 1999. Personnel with an existin.
a prior security clearance eligibility,
However, personnel with an existing

12

g NAC/ENTNAC completed prior to January 1, 1999 and who have
will not require a NACLC to maintain their Secret or Confidential clearance.
NAC/ENTNAC completed prior to January 1, 1999 and no prior security
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clearance eligibility, will require a NACLC for issuance of a Secret or Confidential clearance, regardless of the age

of the investigation.

NOTE 2: As a minimum, review an updated SF-86 and applicable records. A reinvestigation SSBI-PR is not re-
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quired unless the review indicates the person may no longer satisfy the standards of Exccutive Order 12968,
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ADJUDICATIVE GUIDELINES FOR DETERMINING ELIGIBILITY
FOR ACCESS TO CLASSIFIED INFORMATION

A. INTRODUCTION

The following adjudicative guidelines are established for all U.S. Government civilian and
military personnel, consultants, contractors, employees of contractors, licensees, certificate
holders or grantees and their employees and other individuals who require access to classified
information and/or assignment to sensitive national security positions. They apply to persons
being considered for initial or continued eligibility for assignment to sensitive positions and/or
access to classified information, to include Sensitive Compartmented Information (SCI) and

Special Access Programs (SAPs) and are to be used by government departments and agencies in
all final clearance determinations.

B. ADJUDICATIVE PROCESS

1. The adjudicative process is an examination of a sufficient period of a person's life to
make an affirmative determination that the person is eligible for a security clearance. Eligibility
for access to classified information is predicated upon the individual meeting these personnel
security guidelines. The adjudicative process is the careful weighing of a number of variables
known as the whole person concept. Available, reliable information about the person, past and
present, favorable and unfavorable, should be considered in reaching a determination. In

evaluating the relevance of an individual's conduct, the adjudicator should consider the following
factors:

a. The nature, extent, and seriousness of the conduct;

b. The circumstances surrounding the conduct, to include knowledgeable participation;
c. The frequency and recency of the conduct;

d. The individual's age and maturity at the time of the conduct;

e. The voluntariness of participation;

f. The presence or absence of rehabilitation and other pertinent behavioral changes;

g. The motivation for the conduct;

h. The potential for pressure, coercion, exploitation, or duress; and

i. The likelihood of continuation or recurrence.
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2.  Each case must be Judged on its own merits, and final determination remains the
responsibility of the specific department or agency. Any doubt as to whether access to classified

information is clearly consistent with national security will be resolved in favor of the national
security.
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3. The ultimate determination of whether the granting or continuing of eligibility for a
security clearance is clearly consistent with the interests of national security must be an overall
common sense determination based upon careful consideration of the following, each of which is
to be evaluated in the context of the whole person, as explained further below:

a. Guideline A: Allegiance to the United States

b. Guideline B: Foreign influence

c. Guideline C: Foreign preference

d. Guideline D: Sexual behavior

e. Guideline E: Personal conduct

f. Guideline F: Financial considerations

g. Guideline G: Alcohol consumption

h. Guideline H: Drug involvement

i. Guideline I: Emotional, mental, and personality disorders

J.  Guideline J: Criminal conduct

k. Guideline K: Security Violations

1. Guideline L: Outside activities

m. Guideline M: Misuse of Information Technology Systems

4. Although adverse information concerning a single criterion may not be sufficient for an

unfavorable determination, the individual may be disqualified if available information reflects a
recent or recurring pattern of questionable judgment, irresponsibility, or emotionally unstable
behavior. Notwithstanding, the whole person concept, pursuit of further investigation may be
terminated by an appropriate adjudicative agency in the face of reliable, significant,

disqualifying, adverse information.

5.  When information of security concern becomes known about an individual who is

currently eligible for access to classified information, the adjudicator should consider whether the
person:

a. Voluntarily reported the information

b. Was truthful and complete in responding to questions
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¢. Sought assistance and followed professional guidance, where appropriate
d. Resolved or appears likely to favorably resolve the security concern

¢. Has demonstrated positive changes in behavior and employment

f.  Should have his or her access temporarily suspended pending final adjudication of
the information.

6. If after evaluating information of security concern, the adjudicator decides that the
information is not serious enough to warrant a recommendation of disapproval or revocation of
the security clearance, it may be appropriate to recommend approval with a warning that future
incidents of a similar nature may result in revocation of access.
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GUIDELINE A

Allegiance to the United States

The Concern. An individual must be of unquestioned allegiance to the United States.
The willingness to safeguard classified information is in doubt if there is any reason to suspect an
individual's allegiance to the United States.

Conditions that could raise a security concern and may be disqualifying include:

a. Involvement in any act of sabotage, espionage, treason, terrorism, sedition, or other act
whose aim is to overthrow the Government of the United States or alter the form of government
by unconstitutional means;

b. Association or sympathy with persons who are attempting to commit, or who are
committing, any of the above acts;

¢. Association or sympathy with persons or organizations that advocate the overthrow of
the U.S. Government, or any state or subdivision, by force or violence or by other uncon-
stitutional means;

d. Involvement in activities which unlawfully advocate or practice the commission of

acts of force or violence to prevent others from exercising their rights under the Constitution or
laws of the United States or of any state.

Conditions that could mitigate security concerns include:

a. The individual was unaware of the unlawful aims of the individual or organization and
severed ties upon learning of these;

b. The individual's involvement was only with the lawful or humanitarian aspects of such
an organization;

c. Involvement in the above activities occurred for only a short period of time and was at-
tributable to curiosity or academic interest;

d. The person has had no recent involvement or association with such activities.
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GUIDELINE B

Foreign Influence
The Concern: A security risk may exist when an individual's immediate fa mily, including
cohabitants and other persons to whom he or she may be bound by affection, influence, or
obligation are not citizens of the United States or may be subject to duress. These situations
could create the potential for foreign influence that could result in the compromise of classified
information. Contacts with citizens of other countries or financial interests in other countries are

also relevant to security determinations if they make an individual potentially vulnerable to
coercion, exploitation, or pressure.

Conditions that could raise a security concern and may be disqualifying include:

a. An immediate family member, or a person to whom the individual has close ties of
affection or obligation, is a citizen of, or resident or present in, a foreign country;

b. Sharing living quarters with a person or persons, regardless of their citizenship status,
if the potential for adverse foreign influence or duress exists;

c. Relatives, cohabitants, or associates who are connected with any foreign government;
d. Failing to report, where required, associations with foreign nationals;

¢. Unauthorized association with a suspected or known collaborator or employee of a
foreign intelligence service;

f. Conduct which may make the individual vulnerable to coercion, exploitation, or
pressure by a foreign government;

g Indications that representatives or nationals from a foreign country are acting to
increase the vulnerability of the individual to possible future exploitation, coercion or pressure;

h. A substantial financial interest in a country, or in any foreign owned or operated
business that could make the individual vulnerable to foreign influence.

Conditions that could mitigate security concerns include:

a. A determination that the immediate family member(s) (spouse, father, mother, sons,
daughters, brothers, sisters), cohabitant, or associate(s) in question are not agents of a foreign
power or in a position to be exploited by a foreign power in a way that could force the individual
to choose between loyalty to the person(s) involved and the United States;

b. Contacts with foreign citizens are the result of official United States Government
business;

c. Contact and correspondence with foreign citizens are casual and infrequent;
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d. The individual has promptly complied with existing agency requirements regarding
the reporting of contacts, requests, or threats from persons or organizations from a foreign
country;

e. Foreign financial interests are minimal and not sufficient to affect the individual's
security responsibilities.
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GUIDELINE C

Foreign Preference

The Concern: When an individual acts in such a way as to indicate a preference for a
foreign country over the United States, then he or she may be prone to provide information or
make decisions that are harmful to the interests of the United States.

Conditions that could raise a security concern and may be disqualifying include:

a. The exercise of dual citizenship;

b. Possession and/or use of a foreign passport;

c. Military service or a willingness to bear arms for a foreign country;

d. Accepting educational, medical, or other benefits, such as retirement and social
welfare, from a foreign country;

¢. Residence in a foreign country to meet citizenship requirements;
f. Using foreign citizenship to protect financial or business interests in another country.
g. Seeking or holding political office in the foreign country;

h. Voting in foreign elections; and

i. Performing or attempting to perform duties, or otherwise acting, so as to serve the
interests of another government in preference to the interests of the United States.

Conditions that could mitigate security concerns include:

a. Dual citizenship is based solely on parents' citizenship or birth in a foreign country;

b. Indicators of possible foreign preference (e.g., foreign military service) occurred before
obtaining United States citizenship;

c. Activity is sanctioned by the United States;

d. Individual has expressed a willingness to renounce dual citizenship.
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GUIDELINE D

Sexual Behavior
The Concern: Sexual behavior is a security concern if it involves a criminal offense,
indicates a personality or emotional disorder, may subject the individual to coercion, ex-

ploitation, or duress, or reflects lack of judgment or discretion.! Sexual orientation or preference

may not be used as a basis for or a disqualifying factor in determining a person's eligibility for a
security clearance.

Conditions that could raise a security concern and may be disqualifying include:

a. Sexual behavior of a criminal nature, whether or not the individual has been prose-
cuted;

b. Compulsive or addictive sexual behavior when the person is unable to stop a pattern of
self-destructive or high-risk behavior or that which is symptomatic of a personality disorder;

c. Sexual behavior that causes an individual to be vulnerable to coercion, exploitation, or
duress;

d. Sexual behavior of a public nature and/or that which reflects lack of discretion or judg-
ment.

Conditions that could mitigate security concerns include:

a. The behavior occurred during or prior to adolescence and there is no evidence of
subsequent conduct of a similar nature;

b. The behavior was not recent and there is no evidence of subsequent conduct of a
similar nature;

c. There is no other evidence of questionable judgment, irresponsibility, or emotional
instability;

d. The behavior no longer serves as a basis for coercion, exploitation, or duress.

1 The adjudicator should also consider guidelines pertaining to criminal conduct (Guideline J)
and emotional, mental, and personality disorders (Guideline I) in determining how to resolve the
security concerns raised by sexual behavior.
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GUIDELINE E

Personal Conduct

The Concern: Conduct involving questionable judgment, untrustworthiness, unrelia-
bility, lack of candor, dishonesty, or unwillingness to comply with rules and regulations could
indicate that the person may not properly safeguard classified information. The following will
normally result in an unfavorable clearance action or administrative termination of further
processing for clearance eligibility:

a. Refusal to undergo or cooperate with required security processing, including medical
and psychological testing; or

b. Refusal to complete required security forms, releases, or provide full, frank and
truthful answers to lawful questions of investigators, security officials or other official repre-
sentatives in connection with a personnel security or trustworthiness determination.

Conditions that could raise a security concern and may be disqualifying also include:

a. Reliable, unfavorable information provided by associates, employers, coworkers,
neighbors, and other acquaintances;

b. The deliberate omission, concealment, or falsification of relevant and material facts
from any personnel security questionnaire, personal history statement, or similar form used to
conduct investigations, determine employment qualifications, award benefits or status, determine
security clearance eligibility or trustworthiness, or award fiduciary responsibilities;

c¢. Deliberately providing false or misleading information concerning relevant and
material matters to an investigator, security official, competent medical authority, or other of-
ficial representative in connection with a personnel security or trustworthiness determination;

d. Personal conduct or concealment of information that may increase an individual's

vulnerability to coercion, exploitation, or duress, such as engaging in activities which, if known,

may affect the person's personal, professional, or community standing or render the person
susceptible to blackmail;

€. A pattern of dishonesty or rule violations, including violation of any written or
recorded agreement made between the individual and the agency,

f. Association with persons involved in criminal activity.
Conditions that could mitigate security concerns include:

a. The information was unsubstantiated or not pertinent to a determination of judgment,
trustworthiness, or reliability;
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b. The falsification was an isolated incident, was not recent, and the individual has subse-
quently provided correct information voluntarily; ‘

¢. The individual made prompt, good-faith efforts to correct the falsification before being
confronted with the facts;

d. Omission of material facts was caused or significantly contributed to by improper or
inadequate advice of authorized personnel, and the previously omitted information was promptly
and fully provided;

e. The individual has taken positive steps to significant] y reduce or eliminate vulner-
ability to coercion, exploitation, or duress;

f. A refusal to cooperate was based on advice from legal counsel or other officials that

the individual was not required to comply with security processing requirements, and upon being
made aware of the requirement, fully and truthfully provided the requested information;

8- Association with persons involved in criminal activities has ceased.

11
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GUIDELINE F
Financial Considerations

The Concern: An individual who is financially overextended is at risk of having to
engage in illegal acts to generate funds. Unexplained affluence is often linked to proceeds from
financially profitable criminal acts.

Conditions that could raise a security concern and may be disqualifying include:

a. A history of not meeting financial obligations;

b. Deceptive or illegal financial practices such as embezzlement, employee theft, check
fraud, income tax evasion, expense account fraud, filing deceptive loan statements, and other
intentional financial breaches of trust;

c. Inability or unwillingness to satisfy debts;
d. Unexplained affluence;

e. Financial problems that are linked to gambling, drug abuse, alcoholism, or other issues
of security concern.

Conditions that could mitigate security concerns include:
a. The behavior was not recent;
b. It was an isolated incident;

c. The conditions that resulted in the behavior were largely beyond the person's control

(e.g., loss of employment, a business downturn, unexpected medical emergency, or a death,
divorce or separation);

d. The person has received or is receiving counseling for the problem and there are clear
indications that the problem is being resolved or is under control;

e. The affluence resulted from a legal source; and

f. The individual initiated a good-faith effort to repay overdue creditors or otherwise
resolve debts.
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GUIDELINE G

Alcohol Consumption

The Concern: Excessive alcohol consumption often leads to the exercise of questionable
judgment, unreliability, failure to control impulses, and increases the risk of unauthorized
disclosure of classified information due to carelessness.

Conditions that could raise a security concern and may be disqualifying include:

a. Alcohol-related incidents away from work, such as driving while under the influence,
fighting, child or spouse abuse, or other criminal incidents related to alcohol use;

b. Alcohol-related incidents at work, such as reporting for work or duty in an intoxicated
or impaired condition, or drinking on the job;

c¢. Diagnosis by a credentialed medical professional (e.g., physician, clinical psychol-
ogist, or psychiatrist) of alcohol abuse or alcohol dependence;

d. Evaluation of alcohol abuse or alcohol dependence by a licensed clinical social worker
who is a staff member of a recognized alcohol treatment program,

e. Habitual or binge consumption of alcohol to the point of impaired judgment;

f. Consumption of alcohol, subsequent to a diagnosis of alcoholism by a credentialed
medical professional and following completion of a alcohol rehabilitation program.

Conditions that could mitigate security concerns include:

a. The alcohol-related incidents do not indicate a pattern;

b. The problem occurred a number of years ago and there is no indication of a recent
problem;

c. Positive changes in behavior supportive of sobriety;

d. Following diagnosis of alcohol abuse or alcohol dependence, the individual has
successfully completed inpatient or outpatient rehabilitation along with aftercare requirements,
participated frequently in meetings of Alcoholics Anonymous or a similar organization, has
abstained from alcohol for a period of at least 12 months, and received a favorable prognosis by a
credentialed medical professional or a licensed clinical social worker who is a staff member of a
recognized alcohol treatment program.
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GUIDELINE H

Drug Involvement

The Concern:

a. Improper or illegal involvement with drugs raises questions regarding an individual's
willingness or ability to protect classified information. Drug abuse or dependence may impair

social or occupational functioning, increasing the risk of an unauthorized disclosure of classified
information.

b. Drugs are defined as mood and behavior-altering substances, and include:

(1) Drugs, materials, and other chemical compounds identified and listed in the Con-
trolled Substances Act of 1970, as amended (e.g., marijuana or cannabis, depressants, narcotics,
stimulants, and hallucinogens), and

(2) Inhalants and other similar substances.

c. Drug abuse is the illegal use of a drug or use of a legal drug in a manner that deviates
from approved medical direction.

Conditions that could raise a security concern and may be disqualifying include:
a. Any drug abuse (see above definition);

b. Illegal drug possession, including cultivation, processing, manufacture, purchase, sale,
or distribution;

c. Diagnosis by a credentialed medical professional (e.g., physician, clinical psychol-
ogist, or psychiatrist) of drug abuse or drug dependence;

d. Evaluation of drug abuse or drug dependence by a licensed clinical social worker who
is a staff member of a recognized drug treatment program;

¢. Failure to successfully complete a drug treatment program prescribed by a credentialed
medical professional. Recent drug involvement, especially following the granting of a security

clearance, or an expressed intent not to discontinue use, will almost invariably result in an
unfavorable determination.

Conditions that could mitigate security concerns include:
a. The drug involvement was not recent;

b. The drug involvement was an isolated or aberrational event;

14
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d. Satisfactory completion of a prescribed drug treatment program, including

rehabilitation and aftercare requirements, without recurrence of abuse,
by a credentialed medical professional.
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GUIDELINE I

Emotional, Mental, and Personality Disorders

The Concern: Emotional, mental, and personality disorders can cause a significant deficit
in an individual's psychological, social and occupational functioning. These disorders are of
security concern because they may indicate a defect in judgment, reliability, or stability. A
credentialed mental health professional (e.g., clinical psychologist or psychiatrist), employed by,
acceptable to or approved by the government, should be utilized in evaluating potentially

disqualifying and mitigating information fully and properly, and particularly for consultation with
the individual's mental health care provider.

Conditions that could raise a security concern and may be disqualifying include:

a. An opinion by a credentialed mental health professional that the individual has a
condition or treatment that may indicate a defect in judgment, reliability, or stability;

b. Information that suggests that an individual has failed to follow appropriate medical
advice relating to treatment of a condition, e.g., failure to take prescribed medication;

C. A pattern of high-risk, irresponsible, aggressive, anti-social or emotionally unstable
behavior;

d. Information that suggests that the individual's current behavior indicates a defect in his
or her judgment or reliability.

Conditions that could mitigate security concerns include:
a. There is no indication of a current problem;

b. Recent opinion by a credentialed mental health professional that an individual's
previous emotional, mental, or personality disorder is cured, under control or in remission, and
has a low probability of recurrence or exacerbation;

c. The past emotional instability was a temporary condition (e.g., one caused by a death,
illness, or marital breakup), the situation has been resolved, and the individual is no longer
emotionally unstable.
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GUIDELINE J
Criminal Conduct

The Concern: A history or pattern of criminal activity creates doubt about a person's
Jjudgment, reliability and trustworthiness.

Conditions that could raise a security concern and may be disqualifying include:

a. Allegations or admissions of criminal conduct, regardless of whether the person was
formally charged;

b. A single serious crime or multiple lesser offenses.
Conditions that could mitigate security concerns include:
a. The criminal behavior was not recent;

b. The crime was an isolated incident;

c. The person was pressured or coerced into committing the act and those pressures are
no longer present in that person's life;

d. The person did not voluntarily commit the act and/or the factors leading to the vio-
lation are not likely to recur;

e. Acquittal;

f. There is clear evidence of successful rehabilitation.
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GUIDELINE K

Security Violations

The Concern: Noncompliance with security regulations raises doubt about an indi-
vidual's trustworthiness, willingness, and ability to safeguard classified information.

Conditions that could raise a security concern and may be disqualifying include:
a. Unauthorized disclosure of classified information;

b. Violations that are deliberate or multiple or due to negligence.

Conditions that could mitigate security concerns include actions that:

a. Were inadvertent;

b. Were isolated or infrequent;

c. Were due to improper or inadequate training;

d. Demonstrate a positive attitude towards the discharge of security responsibilities.
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GUIDELINE |,

Outside Activities

The Concern: Involvement in certain types of outside employment or activities is of
security concern if it poses a conflict with an individual's security responsibilities and could
create an increased risk of unauthorized disclosure of classified information.

Conditions that could raise a security concern and may be disqualifying include any
service, whether compensated, volunteer, or employment with:

a. A foreign country;
b. Any foreign national;
C. A representative of any foreign interest;

d. Any foreign, domestic, or international organization or person engaged in analysis,
discussion, or publication of material on intelligence, defense, foreign affairs, or protected
technology.

Conditions that could mitigate security concerns include:

a. Evaluation of the outside employment or activity indicates that it does not pose a
conflict with an individual's security responsibilities;

b. The individual terminates the employment or discontinues the activity upon being
notified that it is in conflict with his or her security responsibilities.

19
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GUIDELINE M

Misuse of Information Technology Systems

The Concern: Noncompliance with rules, procedures, guidelines, or regulations per-
taining to information technology systems may raise security concerns about an individual's

trustworthiness, willingness, and ability to properly protect classified systems, networks, and
information. Information Technology Systems include all related equipment used for the

communication, transmission, processing, manipulation, and storage of classified or sensitive
information.

Conditions that could raise a security concern and may be disqualifying include:
a. Illegal or unauthorized entry into any information technology system;

b. Illegal or unauthorized modification, destruction, manipulation or denial of access to
information residing on an information technology system:;

¢. Removal (or use) of hardware, software, or media from any information technology

system without authorization, when specifically prohibited by rules, procedures, guidelines or
regulations;

d. Introduction of hardware, software, or media into any information technology system

without authorization, when specifically prohibited by rules, procedures, guidelines or
regulations.

Conditions that could mitigate security concerns include:
a. The misuse was not recent or significant;

b. The conduct was unintentional or inadvertent;

c. The introduction or removal of media was authorized;

d. The misuse was an isolated event;

¢. The misuse was followed by a prompt, good faith effort to correct the situation.
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Army Periodic Reinvestigation Moratorium

1. A partial moratorium on periodic reinvestigations submitted by Army is
required to leverage the available personnel security investigation (PSI) funding
against prioritized investigative requirements. Accession investigations and initial
security clearance investigations are priorities to preclude impact on Army
operations. Reinvestigations will be conducted to the extent permitted by
available funding. Special Investigative Inquiries will be conducted when
determined essential by the USA Central Personnel Security Clearance Facility

to resolve potentially adverse information on personnel holding a security
clearance.

2. Projected Army FY99 PSI workload necessitates significant constraints be
placed on Army reinvestigations. Accordingly, only cases meeting the following
criteria will be submitted by Army activities to DSS: Presidential Support
assignment, NATO assignment, access to a Special Access Program, retention
of a Limited Access Authorization. These cases will be submitted, to the extent
practicable, prior to the fifth year anniversary of completion of the prior
investigation regardless of security clearance/access level. Reinvestigations for
Personnel Reliability Program (PRP) assignment will be submitted IAW AR 50-5
or AR 50-6 guidance, as appropriate. Reinvestigations for security clearances
incidental to PRP assignment are subject to the partial moratorium.

3. Individuals not meeting any of the above criteria for exemption from the partial
moratorium retain the security clearance/SCI access eligibility granted by CCF
regardless of age of the last PSI. Diligent monitoring through local continuing
evaluation programs is essential to compensate for the delayed reinvestigations
and reduce the risk to national security.

4. Reinvestigations for civilian personnel transferring to DIA or NSA will be

submitted by the gaining agency. Reinvestigations for Congressional staffers are
submitted by DOD, Washington Headquarters Services.

5. The above is subject to change as additional funding becomes available or
new priorities are established. Any changes will be passed via ODCSINT
correspondence or CCF MILPER message.
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IMPLEMENTATION OF THE NACLC

1. SECRET or CONFIDENTIAL clearance requests submitted to CCF prior to

1 Jan 99 are not impacted by the NACLC requirement. Military accession
National Agency Checks (NACs) or Entrance NACs (ENTNACS) pending at DSS
as of 1 Jan 99 are not impacted by the NACLC requirement, provided the
security clearance is requested within six months of PS| completion.

2. Unless paragraph 1 above applies, personnel with no security clearance
eligibility will require a NACLC for issuance of a SECRET or CONFIDENTIAL
clearance. When appropriate, interim clearances will be used to facilitate
movement of military accessions pending completion of the NACLC. Personnel
who already have security clearance eligibility will not require a NACLC to retain
a SECRET or CONFIDENTIAL clearance until such time as a periodic
reinvestigation is submitted.

3. Any investigative request marked for issuance of a SECRET or
CONFIDENTIAL clearance opened by DSS after 1 Jan 99 will be run as a
NACLC. Requests not indicating the investigation is for a clearance will be run
as a NAC or ENTNAC.

4. The Executive Order 10450 investigative requirement for civilian employment
remains unchanged. A National Agency Check with Written Inquiries and Credit
Check (NACIC) or Access NAC! conducted by the Office of Personnel
Management will serve as the basis for issuance of SECRET or CONFIDENTIAL
clearances for civilian employees. NACICs conducted via SF Form 85 or

SF Form 85P will continue to require supplemental information to be provided to
CCF prior to a clearance determination. For these cases, a validated EPSQ (S|
shell portion) will be provided in conjunction with the DA Form 5247, Request for
Security Determination.
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DOD CLEARANCE/SENSITIVE COMPARTMENTED INFORMATION ACCESS
RECIPROCITY STANDARDS

Security Clearances: A security clearance eligibility determination issued by a DOD
Central Adjudication Facility (CAF) will be promptly recognized and accepted by all
other DOD Components for access at the same level without further administrative,
investigative or adjudicative action provided:

1. The clearance eligibility is entered in the DCIl and is a "final” vs. "interim"
determination;

2. The investigative basis is current (some flexibility is required here due to the
backlog of periodic reinvestigations (PR) in DOD);

3. There is no investigation subsequent to the issuance of the clearance;
4. There has been no break in service greater than 24 months; and

5. There is no indication the security clearance is based on a waiver or
exception to the investigative or adjudicative standards.

DOD CAFs may convert another CAF's DCII clearance entry to their own provided no
delay is involved. Clearance eligibility determinations issued by the Washington
Headquarters Services (WHS) CAF will remain unchanged in the DCII so long as the
individual is employed by a DOD Component under WHS CAF jurisdiction.

Sensitive Compartmented Information (SCI) : An SC! access eligibility that is issued
by an authorized DOD Senior official of the intelligence Community (SOIC) or
designated representative (CAF) shall provide the basis for any DOD component to
grant immediate access at the requisite SCI level without any further administrative,
investigative or adjudicative action provided:

1. The SCI access eligibility code is entered in the DCIl and is a "final" vs.
"interim” determination;

2. The investigative basis is current (some flexibility is required here due to the
backlog of PRs in DOD);

3. There is no investigation subsequent to the clearance:

4. There has been no break in service (or access) greater than 24 months;
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S. There is no indication that the access eligibility was based on a waiver or
exception to investigative or adjudicative standards; and

6. A polygraph is not required prior to granting access.

Thus, any Special Security Officer (SSO) who determines via the DCIl or other
authoritative source, that an individual has been favorably adjudicated for SCI access in
accordance with the aforementioned conditions, may immediately indoctrinate that
person for access at the appropriate level. The only administrative action necessary will
be for the SSO to record the SCI indoctrination in the appropriate database or other
manual record and report the indoctrination to its parent SOIC/CAF, as appropriate.
Under no circumstances should access be delayed for a routine administrative
procedure other than the exceptions cited above.

Clearance/SCI Access Reciprocity with Non-DOD Agencies: Consistent with the
five provisos contained in the above paragraphs, secu rity clearance and SCI access
eligibility determinations issued by non-DOD Federal agencies will be mutually and
reciprocally accepted by all DOD Components without further review or adjudication,
provided they can be located in a valid data base similar to the DCII or the Office of
Personnel Management's Security Investigations Index (SlI) or another authoritative
source. Once a valid and current clearance or SCI access eligibility is identified, it may

then be converted to a DOD clearance or SCI access eligibility entry in the DCIi by one
of the eight DOD CAFs.

Reciprocity of Clearance/SC| Access Denials/Revocations: Clearance and SCI
access denials or revocations within DOD will also be mutually and reciprocally
recognized. This will apply for at least the 12 month period following the date of final
denial or revocation of clearance or access during which time the individual is ineligible
to reapply for reconsideration. Following the 12 month period, the individual is eligible
to apply for reconsideration provided he or she is in a position requiring access to
classified information and the government or contractor employer has requested that
the appropriate clearance action be taken.

Army Implementation: Subject to the provisos contained in the above statements,
security managers or Special Security Officers who confirm that an individual has a final
security clearance or SCI access eligibility granted by a recognized adjudicative
authority, wili honor that security clearance or SCl access. As required, the individual
will be subsequently nominated to the US Army Central Personnel Security Clearance

Facility (CCF) for conversion/validation of the existing security clearance or SCI access
eligibility.




